
ACS That IT Will Love 
 
When form and function vie for attention in system design, function usually wins.  But, 
what if you had both?  What if the TCO (Total Cost of Ownership) were significantly 
lower because the wiring infrastructure was less costly to install and test?  If you had a 
system that was packaged so that any IT (Information Technology) installation crew 
could easily install and service the system, would that create opportunities that were not 
available before? 
 
The installation cost of a typical access control system today is higher than it needs to be.  
The primary reason is the approach to wiring that is required by the panel designs.  Class 
2 wiring limits the current on any conductor in very specific ways.  Connection of a 
powered device, such as a REX (Request to EXit) PIR requires that both power and 
signal be connected, yet most systems either separate the termination points for the signal 
from the power, or totally disregard the fact that the power needs to be connected at all.  
All of these wiring issues should be designed into the system hardware so that the 
installer can terminate any cable easily to one location. 
 
This article is presented as a concept to the Access Control Industry.  The form of the 
equipment is the typical 19” rack design of the IT world.  The wiring is CAT5 (Category 
5) cable for all but the locking hardware.  The terminations are all RJ45s except for the 
locking hardware.  Even the locking hardware cable, 18 AWG twisted pair, is terminated 
using a Panduit crimp-on plug.  The proximity requirements are typical of those for IT.  
In short, this is an IT system that is designed for the IT world.  It would be wrong to 
believe that all field hardware should move to this model.  Yet, it is surprising that this 
design approach is not now a common standard, especially with all of the attention that 
IT has been given as both a decision maker in the system choice and a supplier of the 
connectivity using the LANs and WANs of the corporate world.  It is likely that any one 
manufacturer would want to package their systems in both the rack mount design and the 
more conventional wall mount design.  Properly implemented, the same set of boards 
could be used for both. 
 
The IT building infrastructure approach is well suited to security.  A typical IT 
infrastructure will have one MDF (Main Distribution Frame) in a building that feeds 
several IDF (Intermediate Distribution Frame) rooms.  All cable runs from an IDF to a 
workstation fall within 250 feet.  This is a reasonable distance for security wire runs as 
well, and can easily be accommodated by the design presented here.  CAT5 cable is 
inexpensive, comes in lots of colors and styles, is easy to terminate to RJ45 connectors, 
and is easy to fully test.  Test tools range from a few dollars for a simple check of the 
wire position in the connectors to rather ubiquitous tools that will test for the frequency 
response of the cable and installation as well. 
 
IDFs are typically stacked such that it is easy to get wire from one to the other in a multi-
story building.  If the security panels are located in an IDF room, and there is more 
capacity in the panel than is appropriate for one floor, it would be possible to place them 



on every third floor and route the cable up and down one floor without adding more than 
15 feet to the wire runs. 
 
The form factors shown for this SRB (Smart Remote Box) are those that are typical of 
routers and hubs.  The functionality is that of a typical wall mounted SRB.  In 11 RU 
(Rack Unit), it is possible to serve the following point counts: 

• 16 card readers 
• 20 extra inputs 
• 16 extra outputs 
• 16 cameras 

 
The logical approach for any manufacturer would 
be to take the panel designs that are in place now, 
with their addressing capabilities, and design the 
rack mount form of them to equal the same 
addressing criteria. 
 
Drawing 1 shows an example with the modules as 
they are listed in Table 1.  A further description of 
each module follows the table. 
 
 
 
 

 
Device Description Power From Size 

Controller Processor and Communications Power Supply 1 RU 
Video Frame Server Digitize Twisted Pair Video Power Supply 1 RU 
Door Server Connectivity to Each Door Power Supply 1 RU 
Blank Wire Management  1 RU 
Power Supply UL Class 2 Power  120 VAC 3 RU 
Digital Input 20 Supervised Inputs Power Supply 1 RU 
Blank Wire Management  1 RU 
Digital Output 16 Outputs Power Supply 1 RU 
Digital Recorder Hard Disk Video Recorder - optional 

location 
120 VAC 1 RU 

Table 1 
 
Controller 
The controller is the main processor for this stack.  It serves the function of 
communication with both 10/100 BaseT Ethernet and modem backup.  The processor 
will store the database of users for these 16 readers, make the access decisions, and store 
the history of activity.  The design expects this controller to have a high speed, RS485, 
full duplex connection to the other boxes in this stack.  The speed will allow all inputs 
and outputs that are addressed by this controller to be related as if they were on the same 
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processor board or in a computer bus structure.  Speed is important so that the PLC-like 
(programmable logic controller) functionality of a typical SRB is not lost. 
 
Video Frame Server 
The Video Frame Server is conceived with balanced video typical of the twisted pair 
video systems that are on the market today.  The 16 inputs come in on the 4 CAT 5 cables 
that are connected to the Door Server.  Each signal is digitized.  There is an additional 
cable between the Door Server and the Video Frame Server that sends video sync from 
the Frame Server to the Door Server.  The dual goals are: 

• to allow the optional use of video sync to optimize the captured frame rate while 
minimizing the cost of the processors required for the digitization. 

• to allow the use of smaller and less expensive DC cameras, while still supporting 
synchronization within the span of the Frame Server. 

A pair of SC fiber connectors is designed to send either 100 BaseT or gigabit Ethernet 
data to a Digital Video Recorder. 
 
Door Server 
The Door Server is conceived to connect to 16 readers, each supporting a Weigand 
reader, a door contact, a request-to-exit input, and a camera.  If there is a door that uses 
card-in and card-out, this will take two of the 16 ports.  The CAT 5 cable will support the 
data required for all of these functions, the video sync out, the video in, and 12VDC out.  
A CAT 5 cable to the Power Supply is used to define the unlock periods.  Using this 
concept, there is one CAT 5 cable and one pair 18 AWG for the lock to each door.  The 
CAT 5 cable will connect to a small module that can sit in a 2 ¼” deep 4” square J-box.  
It is shown later in this document. 
 
Door Module 

At each reader, a door module is used to support 
the card reader, the DSM (door switch monitor), 
the REX (Request to EXit), and one camera.  See 
Drawing 2 for an approach to this module that 
will easily fit into a 4” square junction box.  If the 
system has the addressing capability, it is possible 
to support one or two extra contacts on the DSM 
port.  Also, if the system can support additional 
outputs, it would be possible to have one or two 
extra outputs on the REX port.  If either of these 
options were developed, additional modules with 
two RJ45s and additional connectivity would be a 

reasonable approach.  The module has both an 
NTSC BNC connector and the RJ45 that would 

support twisted pair balanced video.  The orange pair of the CAT5 cable for the video 
port is the video sync signal.  One or the other forms of video, but not both, would be 
used.   The brown pair of the CAT5 cable is consistently used for 12VDC. 
 
The lock is a direct connection to the power supply at the stack. 



Drawing 3 
Click for larger image 

 
Wire Management 
The Wire Management RU is simply a metal plate designed to manage the wires that are 
connected to the Door Server and to the Power Supply. 
 
Power Supply 
The Power Supply is truly new to the general access 
control market.  It must be UL and CE listed for use 
with access control systems and cameras, and must 
meet all Class 2 requirements.  It runs on 120 VAC 
60 Hz, with the need for another model that will 
work with 240 VAC 50 Hz.  It will house batteries 
that are replaceable from the back.  The goal for the 
battery backup should be for 1 hour of full 
operation with 12 fail secure locks and 4 fail safe 
locks.  The module will supply 12 VDC for the rest 
of the SRB stack.  Drawing 3 shows the cables on 
the back of the stack for power distribution to the 
rest of the stack.  It will also provide the 12 VDC 
power for each of the 16 reader CAT 5 connections.  
Each of the 16 lock outputs supporting 24VDC locks will be internally short protected, 
and will be controlled through the data from the Door Server.  It will be possible to set an 
output to be normally powered or normally un-powered.  Each door lock should be set for 
a maximum of 500 milliamps.  If there is a need for additional current, a separate power 
supply can be used along with a relay at the door for control, with the relay connected to 
the Power Supply output.  A fire alarm input and programming jumpers for those doors 
that require fire alarm control is also on the front panel. 
 
If appropriate, venting for the power supply is possible with vents on one side and small 
fans on the other side.  The racks in which the power supplies will mount have sufficient 
side clearance that the airflow to the side will work. 
 
Digital Input Module 
The Digital Input Module is envisioned as 20 4-state alarm inputs that are generally 
available to the system for any of the typical access control functions.  For more 
information on some concepts of interrelating the various inputs and outputs of an access 
control system, see the article entitled Door Objects. 
 
Digital Output Module 
The Digital Output module is envisioned as 16 outputs that are generally available to the 
system for any of the typical access control functions.  Each output uses a CAT 5 cable 
and a terminating module that connects a pair of form C contacts.  
 
Form and Function 
This design is patterned after a LAN.  It fits within the typical LAN construct and uses 
LAN like modules, cabling, and terminations.  It will be a comfortable design for the IT 



department.  This is a very efficient design from a real estate standpoint.  The cost of the 
installation will be significantly less than typical wall mounted SRB designs.  And, the 
modularity of the design allows easy replacement of any individual module.  The form of 
the design provides the functionality, and lowers the TCO.    




